
 

 
SOTI MDM 

SOTI is an Android Enterprise Recommended Mobile Device Management Solution. It meets 
Google’s strict enterprise requirements and enables scaling up and support of the mobile fleet. AER 
standardized features will enable UPDESCO to manage devices seamlessly and consistently, 
irrespective of the volumes deployed. This also ensures that the devices get timely security patches 
and major updates as required. 

 

 

SOTI MDM will enable UPDESCO to share relevant and categorized educational content with the 
students on the click of a button through the flash application. SOTI MDM will provide a seamless 
interface to UPDESCO to remotely manage and troubleshoot the devices, push the below content 
from time to time as per requirement: 

1. Dynamic Boot Logo. 
2. Dynamic Wallpaper. 
3. Pushing & Silent Installation of Apps like Flash Messaging Mobile App etc. to all/ selected 

beneficiaries, in such a manner that the user can’t block or uninstall the App and 
notifications pushed through the app. 

4. SOTI MDM commensurate with the quantity of devices and endpoints supplied. 

 

 

The ability to remotely troubleshoot the devices is a fundamental component of SOTI MDM. It 
allows IT admin to troubleshoot device issues without requiring devices to return for an in-person 
inspection, thus reducing downtime. The IT Admin can conduct troubleshooting as if the device was 
in their own hand.   

 

 

SOTI MDM always ensures the end user privacy. SOTI MDM will only have access to the content 
library where the education content is pushed to the device. The administrator policies applied on 
the device can be viewed as below 
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This will give the end user visibility into the access of admin to the device/ endpoint. 

 

Below certifications make SOTI a trusted MDM partner of choice for privacy protection of the end 
user while ensuring the integrity of organizational data:   

ISO 27001 Certified: SOTI adheres to international standards for Information Security Management 
Systems (ISMS). ISMS is a systematic, documented approach to managing risk and securing sensitive 
information, that involves all relevant personnel. 

Click on Device 
Configuration on the 
MobiControl Application  

Click on the Profiles Tab on 
the right-hand side of the 
screen- next to devices 

The Profiles tab will show the 
list of all the profiles installed 
on the device 



 

https://soti.net/media/3989/soti_iso_certificates2020.pdf 

 

 

SOC 2 Type II Compliant: Audit reports on controls at a service organization relevant to security, 
availability, processing integrity, confidentiality, and privacy. Conducted by independent, BDO 
Canada auditors, this audit evaluates the design, implementation, and effectiveness of the controls 
in place at SOTI over a period. During a SOC 2 audit period, samples of the entire population are 
randomly selected for inspection. This approach assures you that you are getting a true picture of 
the organization. 

 

GDPR Compliant: SOTI is committed to making sure that its products and services comply with the 
General Data Protection Regulation (GDPR). SOTI has implemented processes and has provided 
contractual commitments to ensure that personal information collected, used, or stored, outside of 
the EU by SOTI (or its service providers and corporate affiliates), is safeguarded and protected. 

https://soti.net/media/1305/brochure-soti-mobicontrol-gdpr.pdf 

 

SOTI Security Policies: 

SOTI has policies in place to reduce the risks associated with managing information assets.  

Policy Brief: https://soti.net/media/1756/soti-security-policy.pdf 

 

 

------------------------------------------------------------------------------------------------------------------------------------ 

 

 
For SOTI INDIA PRIVATE LIMITED 
 
Sincerely Yours, 
Name: Anupriya Succena  
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